
Cybersecurity Specialist (m/f/d)

Ihre Aufgaben

We are looking for a Cybersecurity Specialist (m/f/diverse) for our
Cybersecurity Reporting, Training and Awareness Team within
Information Security  in the Tires Cybersecurity . The team is responsible
for Cybersecurity Reporting within Cybersecurity, to Management and
other target groups, driving Information- and Cybersecurity awareness
initiatives and works closely with Rule & Risk Managers, as well as other
Cybersecurity Professionals.

Key Responsibilities

Develop and maintain cybersecurity reports and metrics tailored to
stakeholder needs.
Coordinate with internal and external partners to ensure accurate,
timely, and actionable reporting.
Support phishing simulations, awareness campaigns, and training
initiatives to reduce human risk.
Align awareness activities with business objectives and regulatory
requirements.
Present insights and translate technical risks into business-relevant
language.
Manage awareness platforms and deliver engaging content through
workshops, eLearnings, and communications.
Foster a security-first culture through continuous learning and
proactive engagement.

Ihr Profil

Technical Skills & Experience 

Academic degree in Cybersecurity, Information Security, IT, or a
related field or comparable qualification.
Several years of experience in Cybersecurity reporting, awareness,
training, or related areas
Proficiency with PowerBI Reporting.
Practical knowledge for interface development and database
technologies, data analysis and debugging.
Experience in security metrics reporting, data analysis, and executive-
level presentations
An understanding of Cybersecurity principles, risk management, and
compliance requirements
Hands-on experience with phishing simulation tools, Cybersecurity
awareness platforms, and learning management systems (LMS)
Proficiency in developing cybersecurity training materials, awareness
campaigns, and communication strategies
Cybersecurity frameworks such as ISO 27001, NIST, and GDPR is a
plus

Certifications (Preferred but Not Required)

Job ID
REF91565B

Arbeitsbereich
Informationstechnologie

Standort
Petaling Jaya

Leadership Level
Leading Self

Job Flexibilität
Hybrid Job

Ansprechpartner
Dana Ho

Rechtliche Einheit
Continental Tyre PJ Malaysia
Sdn. Bhd.



Certified Awareness Practitioner (e.g., SANS Security Awareness
Professional - SSAP)
CISSP (Certified Information Systems Security Professional)
CISM (Certified Information Security Manager)
CEH (Certified Ethical Hacker)
Security+

Soft Skills

Excellent communication and stakeholder engagement skills
Strong training development skills

Applications from severely handicapped people are welcome.

Unser Angebot

Individual development planning based on your personal needs and
targets (e. g. mentoring, trainings or global internal Software Academy)

· Work from home options (unless workshops etc. require physical
presence)

· Performance bonus

· Casual leave with pay (e. g. paternity leave, marriage of your children) 

· Agile and collaborative workstyle

· Opportunity to make a difference

· Employee discounts

· An international team across 3 locations in a globally active
organization

· Employee Providence Fund 16% upon confirmation

· Retirement savings plan (exceeding EPF standard)

· Group Term Life Insurance

· Unlimited medical coverage for your spouse and children, incl. general,
optical and dental health and hospitalization coverage

· Relocation package offered if needed

· Canteen on-site

· Sport center on-site incl. Continental sports club

· On-site physicians

· Clinical Services structure on-site

· Interest-free car loans and housing loan interest subsidy

· Examination leave



· Sabbatical option

If this sounds like a perfect match for you and if you want to become the
next supporter of our core values Trust For One Another, Passion to Win
and Freedom to Act, we are looking forward receiving your application.

Diversity, Inclusion &
Belonging are important to us and make our company strong
and successful. We offer equal opportunities to everyone
regardless of age, gender, nationality, cultural background, disability, re
ligion, ideology or sexual orientation. 

 

Ready to drive with Continental? Take the first step and fill in the online
application.

Über uns

Continental is a leading tire manufacturer and industry specialist.
Founded in 1871, the company generated sales of €39.7 billion in 2024
and currently employs around 95,000 people in 54 countries and
markets.

Tire solutions from the Tires group sector make mobility safer, smarter,
and more sustainable. Its premium portfolio encompasses car, truck,
bus, two-wheel, and specialty tires as well as smart solutions and
services for fleets and tire retailers. Continental has been delivering top
performance for more than 150 years and is one of the world’s largest
tire manufacturers. In fiscal 2024, the Tires group sector generated
sales of 13.9 billion euros. Continental's tire division employs more than
57,000 people worldwide and has 20 production and 16 development
sites.

https://www.continental.com/en/career/working-at-continental/corporate-culture-values/diversity/
https://www.continental.com/en/career/working-at-continental/corporate-culture-values/diversity/

