(ontinental %

Mustang: Senior Analyst Vulnerability Management

Tus actividades

As an IT Analyst for Vulnerability Management, you will be responsible
to actively operate and continuously improve the service. The scope is
worldwide, and you will work within a team of cybersecurity
professionals in the Security Operations Center.

You will identify, prioritize, assign, and track findings following the
complete vulnerability lifecycle. You will act as escalation contact for
external service delivery units as well as internal customers. With your
help and expertise, the Vulnerability management service will evolve,
empowering all stakeholders with the understanding to make informed
choices and actions to resolve vulnerabilities.

Ready to shape the future? This is your chance: You will be challenged to
collaborate in strategy definition, and implementation plans in the team
with the goal to reach next level cybersecurity.

Responsibilities:

¢ Work with scanning tools to identify vulnerabilities

e Work with IT Service Management tools to address vulnerabilities and
mitigations

e Support asset owners in understanding vulnerabilities and selecting
appropriate remediation measures

¢ Regular reporting on vulnerability management topics

¢ Derive risk statements from vulnerabilities by contextualizing within
company infrastructure

¢ Implement automations and continuously improve the automation
process

e Stay up to date with current cybersecurity trends

Tu perfil

e academic degree in Computer Sciences, IT or similar qualifications

¢ advanced understanding of the vulnerability management process

e experience in working with vulnerability management tools

¢ knowledge of automation and programming would be desirable
(JavaScript, Python)

¢ knowledge of client, server and cloud infrastructure and mutual
understanding of applications architecture

¢ general understanding of challenges within OT

¢ proficient English language skills (written and spoken)

¢ |T service management skills (ITIL) needed

¢ Strong presentation skills with the ability to communicate effectively
across domains of the organization and to non-technical
stakeholders.

¢ interpersonal and intercultural skills to work with different
stakeholders

¢ good (self-)organizational skills
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Lo que ofrecemos

Ready to drive with Continental? Take the first step and fill in the online
application.

Acerca de nosotros

Continental develops pioneering technologies and services for
sustainable and connected mobility of people and their goods. Founded
in 1871, the technology company offers safe, efficient, intelligent and
affordable solutions for vehicles, machines, traffic and transportation. In
2022, Continental generated sales of £€39.4 billion and currently
employs around 200,000 people in 57 countries and markets.

The ContiTech group sector develops and manufactures, for example,
cross-material, environmentally friendly and intelligent products and
systems for the automotive industry, railway engineering, mining,
agriculture and other key industries. Guided by the vision of “smart and
sustainable solutions beyond rubber,” the group sector draws on its
long-standing knowledge of the industry and materials to open up new
business opportunities by combining various materials with electronic
components and individual services.



