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Senior IT Consultant Security Operations Center (m/f/diverse) -
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The Cybersecurity Consultant Security Operations Center works on a
variety of topics within our growing team. If you feel ready to shape the
future together with us, please expect involvement in the following
exciting topics:

SoC Operation: Manage Crowdstrike MDR: Escalate MDR alerts,
handle incidents according to playbooks, add business context to
events, and manage actions

Accountable to investigate end point / sensor tampering alerts and
ensure repairs are completed by responsible teams

Oversee and manage the 3rd party teams working in the SoC, to
ensure detection and response for topics such as edr, SIEM, KPI and
Report analysis

Supporting the continuous development of SoC capabilities
Collaborate with internal stakeholders to develop decent
cybersecurity maturity in our organization

Scale Cybersecurity according to business needs. Protect our
environment. Together.
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Academic degree or comparable Cybersecurity certifications (CISSP,
GISP, ..)

Several years of equivalent experience

Excellent working knowledge of up-to-date cybersecurity tools and
structures

Experience in a global and multicultural company

Experience in Cybersecurity related environments (focus SoC,
Pentesting, Threat Hunting, Incident Response, Forensics)
Experience in Incident Response and Security Monitoring via usage of
a SIEM to analyse logs and alerts desirable

Knowldege of automation and programming desirable

Knowledge of client, server and cloud infrastructure and mutual
understanding of applications architecture

IT service management skills (ITIL) desirable

Experience in project management

Fluent in English (written and spoken)

Applications from severely handicapped people are welcome.
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The well-being of our employees is important to us. That's why we offer
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exciting career prospects and support you in achieving a good work-life
balance with additional benefits such as:

¢ Training opportunities

* Mobile and flexible working models
¢ Sabbaticals

and much more...

Sounds interesting for you? Click here to find out more.

Diversity, Inclusion & Belonging are important to us and make our
company strong and successful. We offer equal opportunities to
everyone - regardless of age, gender, nationality, cultural background,
disability, religion, ideology or sexual orientation.

Ready to drive with Continental? Take the first step and fill in the online
application.

A o
FNEINULIN

Continental develops pioneering technologies and services for
sustainable and connected mobility of people and their goods. Founded
in 1871, the technology company offers safe, efficient, intelligent and
affordable solutions for vehicles, machines, traffic and transportation. In
2024, Continental generated sales of £€39.7 billion and currently
employs around 190,000 people in 55 countries and markets.

Guided by the vision of being the customer's first choice for material-
driven solutions, the ContiTech group sector focuses on development
competence and material expertise for products and systems made of
rubber, plastics, metal, and fabrics. These can also be equipped with
electronic components in order to optimize them functionally for
individual services. ContiTech's industrial growth areas are primarily in
the areas of energy, agriculture, construction, and surfaces. In addition,
ContiTech serves the automotive and transportation industries as well as
rail transport.


https://www.continental.com/en/career/working-at-continental/benefits/
https://www.continental.com/en/career/working-at-continental/corporate-culture-values/diversity/

