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Cyber Defence Center Specialist for Automotive
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Your tasks will focus on the following activities:

¢ Designing Cyber Defense Center (CDC) architecture.

¢ Developing solutions and services for the Cyber Defense Center with
focus area SIEM/SOAR.

¢ Designing integration of threat intelligence into CDC structure.

¢ Designing integration of core components like SIEM, EDR, NDR, into
CDC structure.

¢ Defining and designing interfaces and log sources.

e Supporting development of CDC-rules including detection and
response.

¢ Supporting development of runbooks.

Experience:

« Strongly preferred: GIAC certification; acceptable: CompTIA Security+,

CySA, CISCO CyberOps.

* In-depth knowledge about open-source and commercial Cybersecurity

solutions with focus on security monitoring and CDC.

* Experience in working with Cybersecurity standards (e.g. NIST, BSI,
CIS).

* Experience with penetration testing, vulnerability assessment and IT
forensics.

* Professional Experience in Security Analysis (Monitoring and
Detection), Security Automation, Product security or Security
Architecture.

* Well organized technical planning and problem-solving skills: Strong
knowledge of python, and at least one query language like SQL, KQL,
LQL.

* Understanding of threat landscape and threat intelligence.

* Knowledge about MITRE ATT&CK TTPs.
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« Bachelor's degree (Computer Science, Information Technology or
comparable).

« Well organized technical planning and problem-solving skills.

« Ability to creatively solve problems with minimal guidance, while
maintaining a timely, cost effective approach.

« High motivation to work in a challenging, global acting and
multicultural team.

¢ Advanced English Level.
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Continental we are committed to building an inclusive and
discrimination-free ecosystem in Mexico, these principles are rooted in
our corporate philosophy and culture. Therefore, it is totally forbidden
to request a pregnancy or HIV test as part of our selection processes.
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Ready to drive with Continental? Take the first step and fill in the online
application.
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Continental develops pioneering technologies and services for
sustainable and connected mobility of people and their goods. Founded
in 1871, the technology company offers safe, efficient, intelligent and
affordable solutions for vehicles, machines, traffic and transportation. In
2022, Continental generated sales of £€39.4 billion and currently
employs around 200,000 people in 57 countries and markets.



