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System Protection Solution Architect

Vase naplil prace

As a System Protection Solution Architect (m/f/diverse) you are member
of a motivated, collaborative, and skilled team of System Protection
Specialists in a global environment which supports our System
Protection tools. You will be actively involved in delivery, high level
design, creating and reviewing prototypes for secure and efficient
security. The ideal candidate will have extensive experience in systems
protection, cybersecurity, and architecture design, ensuring the security
and resilience of our systems against threats.

Key Responsibilities

¢ Design, develop and lead implementations of System Protection tools
and architecture concepts to safeguard IT infrastructure from cyber
threats.

¢ Develop and enforce security policies, standards, and procedures to
ensure compliance with industry regulations and best practices.

¢ High level of collaboration with Tire Cyber Security on a regular basis
to define and implement relevant security concepts and ensure
compliance with Continental corporate standards

¢ Collaborate with IT and security teams to integrate existing security
solutions (CrowdStrike and Trellix ACC) with internal systems and
applications.

¢ Perform regular audits and health checks of the System Protection
environments to identify necessary improvements

¢ Develop and maintain documentation for processes, procedures, and
associated systems.

e Stay updated with the latest cybersecurity trends, threats, and
technologies to drive continuous improvement.

Vas profil

e Bachelor’s degree in computer science, Information Technology or an
equivalent qualification.

e Multiple years of experience in systems protection, cybersecurity, or
related roles, with a focus on architecture and design.

¢ Able to review designs thoroughly to make sure they meet the needs
of the solution being built

¢ Excellent problem-solving skills and the ability to work collaboratively
with other teams.

¢ Thorough knowledge in cybersecurity concepts, including threat
modeling, risk management and incident response.

e Experience with security tools and technologies, such as firewalls,
intrusion detection/prevention systems (IDS/IPS), and endpoint
protection.

¢ Project management and communication skills.

¢ First experience with CrowdStrike and Trellix ACC is a plus.

e Working knowledge of ITIL with respect to Incident and Change
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Management is beneficial.
¢ Relevant certifications are beneficial.
* Professional working proficiency in English.

Co nablizime

What we offer:

e 13thsalary

¢ Performance bonus

e Christmas & Easter bonus

e Seniority bonus

¢ Flexible working time;

* Home office;

e Competitive salaries & benefits;

¢ Health & wellness (Life Assurance, Private Health and Dental
Insurance, Sport activities, Canteen, 24/7 Helpline with Psychologists
etc.);

» Different discounts (tires, glasses, medical, shopping, etc.)

¢ Relocation bonus for non-Timisoara Residents

* Professional development opportunities (in Technical and Leadership
Areas);

¢ |nternational Work Environment & Traveling Opportunities.

Ready to drive with Continental? Take the first step and fill in the online
application.

O nas

Continental develops pioneering technologies and services for
sustainable and connected mobility of people and their goods. Founded
in 1871, the technology company offers safe, efficient, intelligent and
affordable solutions for vehicles, machines, traffic and transportation. In
2024, Continental generated sales of £€39.7 billion and currently
employs around 190,000 people in 55 countries and markets.

With its premium portfolio in the car, truck, bus, two-wheel and specialty
tire segment, the Tires group sector stands for innovative solutions in
tire technology. Intelligent products and services related to tires and the
promotion of sustainability complete the product portfolio. For specialist
dealers and fleet management, Tires offers digital tire monitoring and
tire management systems, in addition to other services, with the aim of
keeping fleets mobile and increasing their efficiency. With its tires,
Continental makes a significant contribution to safe, efficient and
environmentally friendly mobility.



