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System Protection Engineer
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As a System Protection Engineer (m/f/diverse) you are member of a
motivated, collaborative, and skilled team of System Protection
Specialists in a global environment which maintains and operates our
System Protection tools. The ideal candidate will have a strong
experience in cybersecurity and systems protection, ensuring the
security and resilience of our systems against various threats.

Key Responsibilities

¢ Provide third-level support for systems protection solutions, including
firewalls, intrusion detection/prevention systems (IDS/IPS) and R o7 B

endpoint protection. REF78488A
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¢ Troubleshoot and resolve complex security-related issues and Petaling Jaya

incidents, if required together with external consulting company /

vendor. A 1
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¢ Conduct risk assessments and vulnerability analyses to identify
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otential security risks and develop mitigation solutions. .
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e Support with implementation of security policies, standards, and VEARSAR AR

procedures to ensure compliance with industry regulations and best Continental Tyre PJ Malaysia

practices. Sdn. Bhd.

¢ Perform regular security audits and health checks to ensure the
effectiveness of security measures.

¢ Participate in IT and business projects related to System Protection
tools implementation in Continental.

¢ Provide training and guidance to first and second-level support teams
on security best practices and solutions.

¢ Develop and maintain documentation for security configurations,
processes, and procedures.

e Stay updated with the latest cybersecurity trends, threats, and
technologies to drive continuous improvement.
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¢ Bachelor’s degree in Computer Science, Information Technology, or a



related field.

e 3+ years of experience in Systems Protection, Cybersecurity, or
related roles with focus on 2nd or 3rd level support.

¢ Experience with management and administration in at least one of the
following tools: CrowdStrike or Trellix ACC.

¢ Experience with management and administration of other security
tools, such as firewalls, IDS/IPS, and endpoint protection is a plus

¢ Proficiency in scripting languages, such as PowerShell or Python, for
security automation.

¢ Excellent problem-solving skills and the ability to work collaboratively
with other teams.

¢ Strong understanding of cybersecurity concepts, including threat
modeling, risk management, and incident response.

¢ Fluentin English;

¢ Relevant certifications are a plus.
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Ready to drive with Continental? Take the first step and fill in the online
application.
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Continental develops pioneering technologies and services for
sustainable and connected mobility of people and their goods. Founded
in 1871, the technology company offers safe, efficient, intelligent and
affordable solutions for vehicles, machines, traffic and transportation. In
2023, Continental generated preliminary sales of €41.4 billion and
currently employs around 200,000 people in 56 countries and market



