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IT_Information Security Advisor (Japan)

Vos activités

Seeking a highly skilled and detail-oriented information Security

Adviser. In this role, you will be responsible for ensuring the
confidentiality, integrity, and availability of the organization's
information and IT systems. You will provide expert advice and guidance
on security policies, risk management, and best paraparticles to
safeguard our data and infrastructure against cyber threats.

¢ Drive and monitor the implementation and usage of the existing ISMS
align w/ polices, guidelines, business and customer requirements.

¢ Conduct and ensure regular trainings, provision of information and

advice of all employees, managers and third parties. Référence
¢ Drive the appropriate classification of company proprietary REF77379S
information and adequate handling.
e Conduct or support risk management activities (i.e. risk assessments, Site
business impact analysis). Yokohama
¢ Monitor the development and maintenance of local emergency- and
contingency plans. Niveau de leadership
e Advise in all local aspects of identity- and authorization management. Leading Self
¢ Drive secure collaboration and integration of business partners.
e Drive, track, and report detection and remediation of vulnerabilities. Flexibilité du poste
¢ Monitor and control of effectiveness of InfoSec projects and Hybrid Job

implemented measures.

¢ Drive usage of InfoSec processes and tools including documentation. Unité légale
e Monitor execution of InfoSec reviews and conduct local inspection Continen.tal Automotive
Corporation

regularly.

¢ Execute actions and projects agreed on with the location
management and ISM.

¢ Keep location informed about InfoSec regulations, warnings and news
on current/new incidents.

¢ Be Interface to the Japanese OEMs for Info- and Cybersecurity related
topics.

Votre profil

¢ Bachelor's degree in Computer Science, Information Security, or a
related filed.

¢ Proven experience in information security, risk management, or a
related role (minimum 3 yrs preferred)

¢ Strong knowledge of security frameworks, tools, and technologies
(firewalls, encryption, intrusion detection systems, etc)

¢ Certifications such as CISSP, CISM, CISA or equivalent are highly
desirable.

¢ Experience with vulnerability assessment tools and incident response
procedures.

¢ Excellent communications and interpersonal skills, with the ability to
translate complex security concepts to non-technical stakeholders.

o Familiarity with regulatory requirements and compliance standards



(TISAX, JAMA)
¢ Strong analytical, problem-solving, and decision making abilities

Notre offre
Additional Skills:

Leadership experience or the ability to influences.

Hands-on experience with IT systems and security technologies
Ability to work independently and as part of a cross-functional team.
Japanese/English- business level

Ready to drive with Continental? Take the first step and fill in the online
application.

A propos de nous

Continental develops pioneering technologies and services for
sustainable and connected mobility of people and their goods. Founded
in 1871, the technology company offers safe, efficient, intelligent and
affordable solutions for vehicles, machines, traffic and transportation. In
2021, Continental generated sales of €33.8 billion and currently
employs more than 190,000 people in 58 countries and markets. On
October 8, 2021, the company celebrated its 150th anniversary.

The Automotive group sector comprises technologies for passive safety,
brake, chassis, motion and motion control systems. Innovative solutions
for assisted and automated driving, display and operating technologies,
as well as audio and camera solutions for the vehicle interior, are also
part of the portfolio, as is intelligent information and communication
technology for the mobility services of fleet operators and commercial
vehicle manufacturers. Comprehensive activities relating to connectivity
technologies, vehicle electronics and high-performance computers
round off the range of products and services.



