
Cyber Security Engineer

Ihre Aufgaben

Cyber Security Architect

 

We are looking for reinforcement for our team of functional safety and
cyber security experts. As a Cyber Security Architect, you will get to
know our products from all sides and coordinate the necessary
measures to ensure the security of the products and the privacy of the
stored data over the entire product life cycle. They are part of an
interdisciplinary and globally positioned project team and mainly
support Asian OEMs. Furthermore, you will also coordinate higher-level
activities to improve our processes, methods and tools and you will be
actively involved in the further development of our team.

Your tasks:

As a security customer interface, they are responsible for clarifying all
questions and open topics relating to security and privacy in the
development project
You will independently carry out the analysis of security customer
requirements in the global automotive industry and evaluate the
feasibility, effort and, if necessary, effects on the control unit
You will be responsible for conducting Threat and Risk Assessments
(TARA)
Based on the TARA, you define the security goals and define the
required security measures, taking into account the given framework
conditions (e.g. Restrictions due to HW)
You will create the security and privacy concept and coordinate it with
the other disciplines
Requirements Engineering
Definition of the security architecture and review of the system
architecture
Coordination of customer requirements as well as the security and
privacy concept across disciplines (SE, SW, HW, test, production)
Coordination of the required security-relevant steps during the
production of the ECUs (e.g. Writing of key material)
Creation and maintenance of the SP plan and the SP case
Management and status tracking of all security activities in the project
Preparation of customer assessments and Continental's internal
security assessments

 

Your profile

Completed studies in the field of computer science, electronics, cyber
security or comparable course of study
3 - 5 years of professional experience in the development of
embedded systems and in the automotive industry

Job ID
REF52374Z

Standort
Bangalore

Leadership Level
Leading Self

Job Flexibilität
Hybrid Job

Rechtliche Einheit
Continental Automotive
Components Private Ltd.



Professional experience in the cyber security sector
In-depth knowledge of common security measures
Expertise in cryptography
Knowledge in TARA methodology and process
Experience with the implementation of international standards (e.g.
ISO21434, UNECE R155) desirable
Knowledge of Rhapsody, IMS, Doors
Basic knowledge of project management methodologies, processes,
skills and tools

 

Personal Skills

Very good communication and moderation skills, assertiveness in
making decisions in an interdisciplinary and international working
environment
Analytical way of thinking and structured way of working
Enjoy finding new solutions and enjoy working in innovative teams
Ability to work in a team, as well as motivation to network within
Continental's security community

 

Ihr Profil

Profile:

• Education: Bachelor's degree in Computer Science (or
relevant/equivalent experience working in Information Security)
• Personality: Responsible, goal-oriented and very collaborative
• Working Practice: Self-reliant, problem-solving, analytical thinking, as
well as independent and diligent
• Experience: Several years of professional experience in a cyber security
environment
• Knowledge: Very strong programming skills (e.g., Python) and
comprehensive understanding of the threat landscape
• Languages: Very good English skills

Unser Angebot

3 to 5 years experience 

Ready to drive with Continental? Take the first step and fill in the online
application.

Über uns

Continental develops pioneering technologies and services for
sustainable and connected mobility of people and their goods. Founded
in 1871, the technology company offers safe, efficient, intelligent and
affordable solutions for vehicles, machines, traffic and transportation. In
2021, Continental generated sales of €33.8 billion and currently
employs more than 190,000 people in 58 countries and markets. On
October 8, 2021, the company celebrated its 150th anniversary.



The Automotive group sector comprises technologies for passive safety,
brake, chassis, motion and motion control systems. Innovative solutions
for assisted and automated driving, display and operating technologies,
as well as audio and camera solutions for the vehicle interior, are also
part of the portfolio, as is intelligent information and communication
technology for the mobility services of fleet operators and commercial
vehicle manufacturers. Comprehensive activities relating to connectivity
technologies, vehicle electronics and high-performance computers
round off the range of products and services.


